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DETAILED ACTION 

1. Claims 1-26 and 28-32. 

2. A request for continued examination under 37 CFR 1.114, 
including the fee set forth in 37 CFR 1.17(e), was filed in this 
application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the 
fee set forth in 37 CFR 1.17(e) has been timely paid, the 
finality of the previous Office action has been withdrawn 
pursuant to 37 CFR 1.114. Applicant's submission filed on 
01/04/2006 has been entered. 



Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 
U.S.C. 112: 

The specification shall contain a written description of the invention, and 
of the manner and process of making and using it, in such full, clear, 
concise, and exact terms as to enable any person skilled in the art to 
which it pertains, or with which it is most nearly connected, to make and 
use the same and shall set forth the best mode contemplated by the inventor 
of carrying out his invention. 

4. Claims 21-30 are rejected under 35 U.S.C. 112, first 
paragraph, as failing to comply with the written description 
requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventor (s), 



at the time the application was filed, had possession of the 
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claimed invention. Claim 21 recites, "said Decreased Security 
Authorization Code is separate from said Decreased Security 
Authorization Code" nowhere in the specification is there a 
description of how to make a code be separate from itself. 

5. Claims 21-30 are rejected under 35 U.S.C. 112, first 
paragraph, as failing to comply with the enablement requirement. 
The claim(s) contains subject matter which was not described in 
the specification in such a way as to enable one skilled in the 
art to which it pertains, or with which it is most nearly 
connected, to make and/or use the invention. Claim 21 recites, 
"said Decreased Security Authorization Code is separate from 
said Decreased Security Authorization Code" it is impossible for 
a code to be separate from itself and one of ordinary skill in 
the art would not know how to make a code separate from itself. 

Claim Rejections - 35 USC §103 

6. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 
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7. Claims 1-26 and 28-32 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Grube et al (US 5602916) in view of 
Hayashi et al (US 5930361). 

As per claim 1, Grube et al discloses a method of providing 
varying levels of security in a data processing system (see fig. 
4, sheet 3, col. 2, lines 39-57), receiving information from an 
outside source (see col. 2, lines 58-67, col. 3, lines 1-20), 
retrieving an indicator from the received information that 
instructs the system to operate at a higher level of security 
(see col. 3, lines 39-62, col. 5, lines 25-38). 

Grube et al fails to disclose the reception of a second 
indicator to proceed to a lower security level and preventing 
operation at the second level until the reception. 

However, Hayashi et al teaches such a second indicator (see 
column 1 line 52 through column 2 line 7). 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to include Hayashi et al's 
second indicator in the system of Grube et al. 

Motivation to do so would have been to allow a user to view 
a transmission that was previously unauthorized (see column 1 
line 52 through column 2 line 7) . 
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As per claim 2, the modified Grube et al and Hayashi et al 
system discloses receiving an encrypted message (see Grube et al 
col, 4, lines 7-20) . 

As per claim 3, the modified Grube et al and Hayashi et al 
system discloses wherein said Decreased-security Authorization- 
Code authorizes a decrease in encryption/decryption level (see 
Grube et al col. 3, lines 45-65). 

As per claim 4, the modified Grube et al and Hayashi et al 
system discloses wherein said Decreased-security Authorization- 
Code authorizes a decrease in authentication level (see Grube et 
al col. 3, lines 45-65). 

As per claim 5, the modified Grube et al and Hayashi et al 
system discloses wherein said Decreased-security Authorization- 
Code authorizes a decrease in authentication level and a 
decrease in encryption/decryption levels (see Grube et al col. 
3, lines 45-65) . 

As per claim 6, the modified Grube et al and Hayashi et al 
system discloses wherein said encrypted message further 
comprises a key for use in a decryption algorithm (see Grube et 
al col. A, lines 7-45). 

As. per claim 7, the modified Grube et al and Hayashi et al 
system stores a master key (i.e. unique user key) to decrypt 
messages includes new decryption key values and using said 
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master key stored at said system to decrypt said encrypted 
message (see Grube et al col. 3, lines 59-67, col. 4, lines 1- 
45) . 

As per claim 8, the modified Grube et al and Hayashi et al 
system discloses establishing a Security-Level-status-Indicator 
at said system to indicate a level of security that is being 
implemented (see Grube et al fig. 3, sheet 2) . 

As per claim 9, the modified Grube et al and Hayashi et al 
system discloses said Security-Level-status Indicator indicates 
a level of encryption/decryption that is being implemented by 
the system (see Grube et al fig. 3, sheet 2, col. 3, lines 59- 
65, col. 5, lines 26-44). 

As per claim 10, the modified Grube et al and Hayashi et al 
system discloses said Security-Level-status Indicator indicates 
a level of authentication that is being implemented by the 
system (see Grube et al col. 3, lines 59-67). 

As per claim 11, the modified Grube et al and Hayashi et al 
system discloses said Security-Level-status Indicator indicates 
a level of authentication and a level of encryption/decryption 
that is being implemented by the system (see Grube et al col. 3, 
lines 45-65) . 

As per claim 12, the modified Grube et al and Hayashi et al 
system discloses configuring said Security Level Status 
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Indicator to indicate more than two security levels so as to 
allow said system to utilize more than two security levels (see 
Hayashi et al column 1 line 52 through column 2 line 7) . 

As per claim 13, the modified Grube et al and Hayashi et al 
system discloses utilizing a cable head-end as said outside 
source including a set-top box (see Hayashi et al column 1 line 
52 through column 2 line 7). 

As per claim 14, the modified Grube et al and Hayashi et al 
system discloses using a Key Management Message to convey said 
Decreased Security Authorization Code (see Grube et al col. 3, 
lines 45-65) . 

As per claim 15, the modified Grube et al and Hayashi et al 
system discloses wherein delivery of said Key Management Message 
is authenticated (see Grube et al col. 36-47). 

As per claim 16, the modified Grube et al and Hayashi et al 
system discloses wherein delivery of said Key Management Message 
is protected against a replay attack (see Grube et al col. 7, 
lines 35-65) . 

As per claim 17, the modified Grube et al and Hayashi et al 
system discloses wherein delivery of said Key Management Message 
is authenticated and protected against a replay attack (see 
Grube et al col. 8, lines 1-30). 
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As per claim 18, the modified Grube et al and Hayashi et al 
system discloses wherein a lower level of security is nonpublic 
Key mode, wherein a higher level of security is a public Key mo 1 
de, continuing operation of the system in the public Key mode 
until an encrypted predefined message is received by the system 
from the outside source (see Grube et al col, 3, lines 53-65). 

As per claim 19, rejected under the same basis as claim 7. 

As per claim 20, recites limitations already rejected (see 
claim: 1 and 12 ) . 

As per claim 21, the modified Grube et al and Hayashi et al 
system discloses a cryptographic device an input to receive a 
data stream originated by a sending party; a Security -Level- 
status-Indicator ; and code means for executing a cryptographic 
algorithm wherein said cryptographic algorithm is indicated by 
said Security-Level-status-Indicator (see Grube et al col. 3, 
lines 59-67, col. 5, lines 26-44, fig. 3, sheet 2), and a code 
means for decrypting a decreased security authorization code 
originated by the sending party (see Grube et al col. 7, lines 
24-35) . 

As per claim 22, the modified Grube et al and Hayashi et al 
system discloses wherein said code means for executing a 
cryptographic algorithm comprises code means for executing a 
high level cryptographic algorithm and code means for executing 
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a low level cryptographic algorithm relative to said high level 
cryptographic algorithm (see Grube et al fig. 3, lines 59-67) . 

As per claim 23, the modified Grube et al and Hayashi et al 
system discloses wherein said high level cryptographic algorithm 
comprises a high level decryption algorithm and wherein said low 
level cryptographic algorithm comprises a low level decryption 
algorithm (see Grube et al col. 3, lines 53-65). 

As per claim 24, the modified Grube et al and Hayashi et al 
system discloses wherein said high level cryptographic algorithm 
comprises a high level authentication algorithm and wherein said 
low level cryptographic algorithm comprises a low level 
authentication algorithm (see Grube et al col. 7, lines 24-35). 

As per claim 25, the modified Grube et al and Hayashi et al 
system discloses wherein said high level cryptographic algorithm 
comprises a high level decryption algorithm and a high level 
authentication algorithm and wherein said low level 
cryptographic; algorithm comprises a low level decryption 
algorithm and a low level authentication algorithm (see Grube et 
al col. 3, lines 59-67, col. 7, lines 24-35). 

As per claim 26, the modified Grube et al and Hayashi et al 
system discloses wherein said high level cryptographic algorithm 
is a public Key encryption algorithm and wherein said low level 
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cryptographic algorithm is a non-public Key encryption algorithm 
(see Grube et al col. 3, lines 53-65). 

As per claim 28, the modified Grube et al and Hayashi et al 
system discloses and means for preventing a replay attack in 
delivery of said Decreased-security Authorization-code (see 
Grube et al col. 8, lines 1-30). 

As per claim 29, the modified Grube et al and Hayashi et al 
system discloses a master key to use in decrypting said 
Decreased Security Authorization Code (see Grube et al col. 3, 
lines 59-67, col. 4, lines 1-45). 

As per claim 30, the modified Grube et al and Hayashi et al 
system discloses wherein said Security Level Status Indicator is 
encrypted (see Grube et al col. 7, lines 36-50). 

As per claim 31, the modified Grube et al and Hayashi et al 
system discloses providing a receiver to receive a transmission 
(see Grube et al col. 2, lines 58-67, col. 3, lines 1-20); 
establishing a Security-Level-status-Indicator at said receiver 
(see col. 3, lines 59-67) establishing a first level of 
decryption at said receiver (see col. 3, lines 59-67, col. 4, 
lines 1-20) ; encrypting a first message at a first level of 
encryption (see col. 3, lines 59-67, col. 4, lines 1-20) 
transmitting said first message to said receiver at said first 
level of encryption (see col. 2, lines 58u67, col. 3, lines 1- 



Application/Control Number: 09/576,516 Page 11 

Art Unit: 2137 

20); receiving said first message at said receiver (see col. 7, 
lines 36-65) ; decrypting said first message encrypted at said 
first level of encryption (see col. 7, lines 36-65); 
transmitting a Decreased-security-Authorization Code to change 
from said first level of decryption to a second level of 
decryption (see col. 3, lines 12-58); receiving said Decreased- 
security-Authorization-code; determining a change in encryption 
level from said first level of encryption to said second level 
of encryption (see fig. 3, lines 59-67, col. 4, lines 1-5) 
adjusting said Security-Level-status-Indicator at said receiver 
(see fig. 3, sheet 2); encrypting a second message at said 
second level of encryption (see col. 3, lines 59-67, col. 
4, lines 1-5); transmitting said second message at said second 
level of encryption; receiving said second message at said 
receiver; and decrypting said second message at said receiver 
(see col. 4, lines 7-20, 49-67; see also Hayashi as applied to 
claim 1) . 

As per claim 32, it is rejected under the same basis as 
claim 31. 
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Response to Arguments 

8. Applicant's arguments with respect to claims 1-26 and 28-32 
have been considered but are moot in view of the new ground (s) 
of rejection. 

Conclusion 

9. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. Laczko et al (US 
6266754 Bl), Handelman et al. (US 5878134 A), Formosa (US 
6154525 A), Gammie (US 5029207 A), Bradley et al . (US 5172413 
A), Callais et al. (US 3790700 A), Hirose (US 5917915 A), Rix et 
al. (US 6385317 Bl) each teach methods of providing an end 
system with a message in order for the end system to enable pay 
TV. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 

If attempts to reach the examiner by telephone are 
unsuccessful , the examiner's supervisor, Emmanuel Moise can be 
reached on (571) 272-3865. The fax phone number for the 
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organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 



MJP 
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